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On February 20, 2025, GRF and NC State University’s
Enterprise Risk Management Initiative convened nearly 100
nonprofit executives and board members to discuss enterprise
risk management strategies and tactics for the 6th annual
Navigating the World of Uncertainties Impacting Nonprofit

Organizations workshop.

This annual workshop aims to fill a gap in the resources
available to tax-exempt organizations secking to strengthen

=
their enterprise risk management programs. @

Topics Covered Included:

Highlights from Executive Perspectives on Top
Risks for 2025

The Complex Risk Environment for
Nonprofits in 2025

Beyond Risk Identification and Assessment:
Competency-based Training for Risk Owners

Escaping Common Risk Management Traps
How Foundations Are Thinking About ERM
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Highlights from Executive Perspectives on Top Risks for 2025
Mark S. Beasley, Alan T. Dickson Distinguished Professor of Accounting and Director of the ERM Initiative | NC State
University

Mark Beasley of NC State presented the results from NC State’s recently released Executive Perspectives on Top Risks 2025 report.
This report provides insights on top risks in the near term (two to three years) and the long term (a decade) based on a survey of
1,215 C-suite executives and board members representing different industries and global regions, with 44% of respondents from

North America. The survey was conducted in November and December 2024.

The top near-term risks identified were:

Economic conditions, including inflationary pressures

Cyber threats

Ability to attract, develop, and retain top talent, manage shifts in labor expectations, and address succession challenges

Talent and labor availability

RANESE I

Increases in labor costs

The survey revealed that risks rated as most critical varied significantly based on the position of the individual (CEO, CFO,
board member, etc.), indicating a lack of consensus among top executives and board members on the most significant risks. This

divergence highlights the need for more discussion on risk among C-suites and with boards of directors.

There is consensus, however, on the significance of risks from economic conditions, which was rated as a top risk for organizations

of all sizes, nearly every geographic region, and most industry sub-groups.

For nonprofit organizations, cyber threats were the top risk, followed by heightened regulatory change, uncertainty, and scrutiny
and third-party risks. The ability to attract, develop, and retain top talent, manage shifts in labor expectations, and address

succession challenges and talent and labor availability also ranked high.

For nonprofits in the long-term, economic conditions and

the impact of expected demographic changes are the top
macroeconomic risks; heightened regulatory change persists as
the top strategy risk; and the ability to attract and retain talent

continues as the top operational risk.

The full report is available at: https://erm.ncsu.edu/resource-

CCHtCI‘/l‘CPO l't-CXCCUEiVC-pCl’SpCCtiVCS-OIl-tOp -IlCLlI‘-tCI'In-]‘iSI(S-

and-long-term-risks/.
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Not-for-Profit and Higher Education — long-term outlook

Figure 27B: Macroeconomic Figure 27C: Strategic Figure 27D: Operational
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Mote: Respondents were asked to identify the “top two” risks in each category (macroeconomic, strategic, operational) separately. That is, respondents identified six

risks (two in each category) as "top two risks. For each category, the three risk issues (including ties) receiving the most responses by percentage are shown. [ ):74/
- -

The Complex Risk Environment for Nonprofits in 2025
Amy Boland, Partner and Director of Audit Services | GRF CPAs & Advisors
Tricia Katebini, Partner | GRF CPAs & Adpvisors

Max Manley, Partner | GRF CPAs & Advisors

Leslie Zeid, Principal | GRF CPAs & Advisors

A panel of four experts from GRF shared an update on the events that have occurred since late January that have significantly

impacted many nonprofit organizations, and the uncertain legal and policy environment nonprofit organizations now face.

Diversity, Equity, and Inclusion (DEI) initiatives are one of the most affected aspects of nonprofit work. Given the considerable
ambiguity around the executive orders (EOs) issued to date, organizations should consult legal counsel before making substantive
changes to their programs or activities, especially because regulations at the federal, state, and local levels may differ. EOs have
largely centered around hiring practices so organizations should review their recruitment, hiring, performance evaluation,

compensation, and other human resources-related policies to ensure compliance.

To date, the EOs do not seem to preclude programs that have DEI objectives or are designed to benefit certain populations,
although the language around these programs needs to be compliant with regulations. Communications materials including

the website, annual report, and 990 may need to be revised. Organizations should consider their risk tolerance and ensure that
leadership and the board are aligned on the risks they are willing to accept related to commitment to DEI principles and the extent
of changes they are willing to make. Organizations should be prepared for investigations and lawsuits from government agencies as

well as private organizations and individuals.
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Organizations that are subject to stop work orders, whether related to foreign assistance programs or other programs, must pause
their programs and make diligent efforts to control costs. Maintaining detailed documentation, including all correspondence and
costs incurred related to the stop work order, is critical. Direct salaries should not be charged to programs and the necessity of all
expenses incurred should be thoroughly documented. Federal payments are still on hold, but this documentation will be critical for

drawing down funds in the future.

There are still many questions outstanding related to the
expected program review process for foreign assistance
programs, but organizations should be prepared to answer
questions about the nature of their programs and the
alignment of these programs with Administration objectives.
Organizations that are furloughing or terminating employees
in the U.S. or overseas should consult legal counsel to ensure

compliance with all relevant laws and regulations.

A helpful resource is the National Council of Nonprofits:

https://www.councilofnonprofits.org/impacts-recent-

CXCCUfi\'C'O1‘({(’1’5»11()11171’0ﬁtS.

Beyond Risk Identification and Assessment: Competency-based Training for
Risk Owners
Paul Miller, Management Analyst | National Institutes of Health

Paul Miller of the National Institutes of Health (NIH) shared NIH’s approach for training Risk Management Champions, analysts
within the NIH’s Institutes and Centers (ICs) who ensure risk management activities are on track and appropriate risk information

is being shared across levels of the organization.

Risk Management Champions are central to an effective risk management process, and therefore, it is critical that they have the
skills needed to be effective. To determine what these skills are, Paul’s group started with the question, “What would the perfect
Risk Champion be able to do?” They identified seven risk management competencies, which center around understanding NIH’s
risk management framework, but also include many competencies considered “soft skills.” For example, staff sometimes feel
uncomfortable raising risks or are concerned about retaliation, so Risk Champions need to be able to build trust. They also need
to be able to facilitate discussions and manage conflict. Not all ICs have strategic plans, so the competency model also includes

training on analyzing strategic objectives.

When designing the training, they used the “ADDIE Model”:
e Analysis: Who and what needs to be trained? e Implementation: The training becomes operational
e Design: What methods should be utilized? o  Evaluation: Are training requirements being met?

e Development: What materials need to be created?

5 | www.grfcpa.com


https://www.councilofnonprofits.org/impacts-recent-executive-orders-nonprofits
https://www.councilofnonprofits.org/impacts-recent-executive-orders-nonprofits

Q NAVIGATING THE WORLD OF UNCERTAINTIES IMPACTING NON-PROFIT ORGANIZATIONS

They forged partnerships with other offices to access expert trainers. For example, the Ombudsman taught conflict resolution,
emotional intelligence, active listening, and related skills; a Performance Officer conducted a workshop on using a logic model to
build key performance indicators for monitoring risk plan effectiveness; and the Change Management Office provided training on

using change management techniques to gain buy-in for risk management approaches.

Incorporating “soft skills” into risk management training has shifted the risk management process from a “check the box” activity
to facilitating meaningful dialogue. NIH’s measure of risk data quality (risk statements in an if/then format, forward-looking

activities in action plans, etc.) increased from 44% in 2022 to 64% in 2024.

Paul recommends applying a “whole person” concept to training: what else do risk managers do besides manage risks? If they need
to facilitate risk conversations, they may need training on leading brainstorming exercises and consensus building. For example, if

they need to foster organizational change, they may need training on change management principles and communication.

Cl
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Takeaway:
Risk management training
should encompass more than
technical skills.
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Ruth Rhoads Allen, President | CDA Collaborative Learning
Lindsay Hamsik, Senior Director, Risk Management | HIAS
Kim Valente, Chief Financial Officer | StrongMinds

Ruth Rhoads Allen of CDA Collaborative Learning introduced the session by describing

about the traps that risk management often falls into and how to escape these traps. She walked through two of
the most common traps. First, many organizations feel more comfortable with developing systems than supporting people in risk
management. As a result, risk management becomes compliance-driven and bureaucratic, which makes policies and procedures
impractical and slow. Second, staff who are responsible for risk management are often undertrained or do not have clearly defined
roles. Staff disempowerment and lack of accountability lead to weak forecasting, lack of trust, and limited engagement in the risk
management process, which undermines the strategic objectives risk management programs intend to protect. These traps can all

be broken with intentional actions to strengthen risk management processes and culture.

All three panelists shared some lessons learned from their experiences building and strengthening risk management programs.

Helpful practices include:

e  Build trust within the ERM Committee to enable difficult conversations about potential risks.

e Assume the role of “shuttle diplomat” to connect the dots between risk owners across different functions rather than assigning

arisk to a single risk category.

o  Clearly delineate risks that are specific to a program or office from enterprise-level risks and provide clear and concrete

assessment scales to promote the use of a common language around risk.

e  Provide support to staff on preparing actionable risk response plans and solicit ideas from staff on training topics that will

directly address areas where they need the most support.

e  Be mindful that communication breakdowns can occur in both directions. Staff need to feel comfortable sharing risk

information, and leadership needs to be truly listening and secking out risk information from staff.

e Find the right cadence for engaging staft on risk. Meeting too infrequently can limit the usefulness of risk information and

increase the likelihood of it being seen as a check-the-box activity, but meeting too frequently can cause fatigue and burnout.

e Identify ways to use current systems to encourage more analysis and discussion. For example, whistleblower data can serve as a

signal of unidentified or emerging risks.

o Use arisk scorecard to determine existing strengths for risk management that the organization can build on as it addresses areas

of weakness, such as expertise and communication about risk, as well as systems, processes, or policies.

e Beintentional about facilitating discussion around the relationships among causal factors and encourage scenario planning to

overcome the paralysis that sometimes occurs after the risk identification and assessment stage.

o Integrate risk into other management processes, for example, by using risk metrics in performance management, linking risks
to key program milestones, and incorporating risk into operating plans. Recognize effective risk management and the results to

promote risk-informed culture.
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o Use tabletop exercises to test and strengthen readiness to react to key risks.

e  Strengthen communication channels with key stakeholders to seek out potential opportunities for mitigating risk or taking

calculated risks with high reward, as well as a way to foresee potential threats.

e View ERM as an ever-evolving process and be ready to change or discontinue policies, procedures, and systems that are not

8 "Risk Management Traps”

working as desired.
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How Foundations Are Thinking About ERM
Kim Matheson, Retired Director, Enterprise Risk Management | Margaret A. Cargill Philanthropies

Kim Matheson, recently retired from the Margaret A. Cargill Philanthropies (MACP), shared her reflections on how to increase
the value from ERM programs. Kim described her role at MACP as an internal consultant, working alongside various functions to
embed ERM thinking into new initiatives. She highlighted the importance of creating a broad-based risk infrastructure and culture

that supports effective risk management rather than considering ERM as a standalone function.
Kim stressed that ERM is not about eliminating all risks but making intentional decisions about which risks to take in order

to achieve the mission. To do this, she found it helpful to create a strategy for the ERM function to increase transparency

and strengthen MACP’s ability to respond to change. The greatest value from creating this strategy came from the dialogue it
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prompted and how it engaged senior leadership in defining risk
(i.c., opportunities as well as threats), understanding ERM’s
value proposition, and promoting a risk culture throughout the

organization.

When defining risk appetite, Kim emphasized the importance of
establishing guardrails that empower staff. In addition to clarifying
lines that cannot be crossed, a risk appetite statement should
explain the rationale behind these lines and provide guidance on
risks staff can take. When combined with clear decision-making
processes, these guardrails enable staff to translate risk appetite

guidance from concepts to tactics.

Kim addressed the importance of transparency and collaboration
between funders and grantees. She advised grantees to be open about the risks they face and to engage in solution-focused
discussions with funders. This collaborative approach allows both parties to manage risks effectively and adapt to changing

circumstances, such as the current uncertainty around government funding and regulations.

9 | www.grfcpa.com



€7 NAVIGATING THE WORLD OF UNCERTAINTIES IMPACTING NON-PROFIT ORGANIZATIONS

Biographies

Ruth Rhoads Allen
President and Chief Collaboration Officer | CDA Collaborative Learning
Ruth Rhoads Allen is President and Chief Collaboration Officer at CDA Collaborative Learning. For 30 years,

CDA has led independent, original research on ecosystem-level challenges for the humanitarian, development,

and peacebuilding sectors, such as humanitarian risk and the climate-conflict nexus. CDA’s global team builds
practical tools used worldwide by hundreds of public and private entities, setting core standards for responsible,
impactful action in complex contexts. Ruth has led this dynamic collaborative platform since 2019, drawing on

her 25 years of experience in over 30 countries, from Ethiopia to Myanmar.

Lindsay Hamsik
Senior Director for Risk Management | HIAS
Lindsay Hamsik joined HIAS in 2023 as the Senior Director for Risk Management. At HIAS, Lindsay

oversees organizational efforts to effectively manage risk while ensuring high-quality humanitarian delivery

across global programs and operations in more than 20 countries. She supports HIAS’ executive leadership
team in deploying enterprise risk management solutions and guides HIAS field teams in effective risk
management practices that enable teams to deliver vital services to forcibly displaced people affected by crisis.
Prior to joining HIAS, Lindsay led a 5-year collective learning agenda on risk management for 13 of the largest

international NGOs.

Kim Matheson
Retired Director of Enterprise Risk Management | Margaret A. Cargill Philanthropies
Kim Matheson recently retired from the Margaret A. Cargill Philanthropies (MACP) as Director of Enterprise

Risk Management. In this role, she served as an internal consultant to MACP leadership to ensure there

were processes in place to appropriately assess and prioritize risk and that the organization had an approach
to mitigate risk to an acceptable level. She was responsible for implementing ERM infrastructure, tools, and

processes to support all leaders in the effective management of risk within their functions.

Paul Miller
Management Analyst, Office of Management Assessment | National Institutes of Health
Paul Miller is a Management Analyst in the Office of Management Assessment (OMA) at the National

Institutes of Health (NIH). In this role, Paul develops risk management policies, guidance, and tools to assist

NIH in identifying, assessing, and managing risks. Additionally, he leads the training activities that provide

risk-related training to NIH personnel to support NIHs risk-aware culture.
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Kim Valente
Chief Financial Officer | StrongMinds
Kim Valente is the Chief Financial Officer at StrongMinds, which provides free, community-based

psychotherapy to people in Sub-Saharan Africa. Kim spent over twenty years in the finance industry

in banking, venture capital and business valuation. Using her business, non-profit board, and volunteer
experiences, Kim transitioned to a non-profit career in 2010 where she developed and managed programs

related to entreprencurship and managed a microloan program. She joined StrongMinds in early 2015.

Biographies - NC State

Mark S. Beasley
Alan T. Dickson Distinguished Professor of Accounting, Director of the ERM Initiative | Poole College

of Management at NC State University
Mark S. Beasley is the Alan T. Dickson Distinguished Professor of Accountingand the Director of the

Enterprise Risk Management Initiative in the Poole College of Management at NC State University in
Raleigh, North Carolina. The Enterprise Risk Management (ERM) Initiative at NC State provides thought
leadership about ERM practices and their integration with strategy and corporate governance. As founding
director, Dr. Beasley leads the ERM Initiative’s efforts to help pioneer the development of this emergent
discipline through outreach to business professionals, with its ongoing ERM Roundtable Series and ERM
Executive Education for boards and senior executives; research, advancing knowledge and understanding of
ERM issues; and undergraduate and graduate business education for the next generation of business executives

(www.erm.ncsu.edu).

Ericka Kranitz

Professor of Practice & Director, Master of Management, Risk & Analytics Concentration | Poole
College of Management at NC State University

Ericka F. Kranitz is a Professor of Practice in the Department of Accounting and the Director, Master of

Management, Risk & Analytics Concentration in the Poole College of Management at NC State University

working with the ERM Initiative and teaching accounting-related courses. Ms. Kranitz is also a lecturing
fellow for the Fuqua School of Business teaching a risk management course as part of the Master of Science
in Quantitative Management business analytics program. Recently, she worked for Duke University as an
associate director of the Ethics and Compliance Program where she was responsible for compliance assurance

reviews and managing ethical-related activities.
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Biographies - GRF CPAs & Advisors

Andreas Alexandrou
Partner, Audit Services | GRF CPAs & Advisors
Andreas Alexandrou has been working with nonprofit organizations since 1996. His expertise includes audits

and risk advisory engagements for nonprofit organizations including international organizations, associations,

private foundations and other charitable institutions. He also provides consulting services to his non-audit
international clients abroad, including the review of field office internal controls, field office accounting and
reporting, operational best practices and compliance with donor requirements. He has traveled to 50 countries

to perform audit and advisory work on behalf of his clients.

Amy Boland

Partner and Director, Audit Services | GRF CPAs & Advisors

Amy Boland has been working in auditing and public accounting since 1994. She specializes in audits

of nonprofit organizations including associations, private voluntary organizations and other charitable
institutions; specifically, 501(c)(3) nonprofit organizations across a spectrum of cause areas. She also performs
USAID and other federal audits, assisting global clients in strengthening their field office controls and

establishing policies and procedures to ensure grant compliance.

Jackie Cardello
President and Managing Partner | GRF CPAs & Advisors
Jackie Cardello leads an award-winning team of professionals providing a full suite of accounting services to

nonprofits, businesses, and individuals. She also focuses on initiatives to recruit and mentor young CPAs. Jackie

led the firm’s growth through expanded services and partnerships, including the launch of new service lines for
accounting technology and risk advisory services. Under Jackie’s leadership, the firm is routinely recognized for
excellence. GRF is annually included in Forbes’list of America’s Best Tax and Accounting Firms, Inside Public
Accounting’s Top 200 Firms (#118 in 2023), and the Washington Business Journal’s Top 25 Accounting Firms

in Greater Washington. GRF is also on Accounting Todays lists of Top Firms in the Capital Region, Firms to
Watch, and Best Accounting Firms to Work For.

Tricia Katebini
Partner, Audit Services | GRF CPAs & Advisors
Tricia Katebini has spent her career in public accounting, specializing in the nonprofit sector since 2007. As an

audit partner, she is in charge of and responsible for the planning and managing of financial statement audits

and Single Audits, when applicable. Ms. Katebini has served a range of nonprofit clients including charities,

foundations, private schools, and associations.
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Max Manley
Partner, Audit Services | GRF CPAs & Advisors
Max Manley has been with GRF CPAs & Advisors since 2011. He coordinates and oversees 40 to 50 audit

engagements annually for a wide variety of the firm’s clients, including associations, charitable organizations,

employee benefit plans and government contractors. Mr. Manley devotes a substantial amount of his time to
the firm’s International NGO auditing practice, and travels frequently on behalf of the firm’s INGO clients,

particularly to Africa and the Middle East region, to review field office operations and internal controls.

Melissa Musser
Partner and Director, Risk & Advisory Services | GRF CPAs & Advisors
Melissa Musser is the department director leading GRF’s Risk & Advisory services. She and her team deliver

comprehensive assessments to help organizations proactively develop innovative strategies to mitigate and

identify opportunities related to strategic, financial, compliance, operational, and IT risks. Her expertise
includes establishing and maintaining internal audit departments, optimizing internal controls, strategic

planning, compliance, enterprise risk management (ERM), and cybersecurity programs.

Ricardo Trujillo
Partner, Audit Services | GRF CPAs & Advisors
Ricardo Trujillo has worked in auditing and accounting since 2000. He has proven expertise in assurance and

advisory services, and his nonprofit and for-profit experience spans across a variety of organizations including

foundations, trade and membership associations, charitable institutions, US-based non-governmental
organizations, real estate entities and professional service corporations. As part of the firm’s information
technology initiative, Mr. Trujillo helps for-profit and nonprofit organizations bridge the gap between business

and technology by carefully analyzing IT infrastructures.

Amy Wares
Enterprise Risk Management Specialist, Risk & Advisory Services | GRF CPAs & Advisors
Amy Wares is an Enterprise Risk Management specialist with over 20 years’ experience in the social sector. Ms.

Wares assists organizations in developing and strengthening their enterprise risk management programs to

help them achieve their strategic goals, improve their decision-making, and increase their resiliency. Prior to
joining GRE, she worked as a researcher and analyst on numerous USAID- and World Bank-funded economic

development programs and served as Research Director at the Social Progress Imperative.

Leslie Zeid
Principal, Outsourced Accounting Advisory Services | GRF CPAs & Advisors
Leslie Zeid has over 25 years of experience in accounting and finance, with a strong focus on outsourced

accounting and advisory services for diverse organizations. Throughout her career, she has guided clients

through complex financial reporting, compliance, and operational challenges, working with federal grant
recipients, associations, corporate foundations, religious organizations, and nonprofit schools. Ms. Zeid has

also provided outsourced accounting for government contractors.
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For a full list of GRF’s available ERM resources, pleaase visit
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CPAs & ADVISORS

Top Risks for Nonprofits
and Associations

GETTING STARTED WITH
ENTERPRISE RISK MANAGEMENT

A GUIDE FOR
NONPROFITS

AMY WARES

Contact Us if you need help with your ERM program!

Melissa Musser,

CPA, CIA, CITP, CISA
Partner and Director,
Risk & Advisory Services

mmusser@grfcpa.com

Amy Wares, CPA, MBA
Senior Manager,
Risk & Advisory Services

awares@grfcpa.com

www.grfcpa.com

x.com/grfcpas

facebook.com/grfcpas
linkedin.com/company/grfcpas-&-advisors

instagram.com/grfcpas/

4550 Montgomery Ave /////

Suite 800 North

Bethesda, MD 20814 /%

877-437-4771

CPAs & ADVISORS
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